
Request starts

Are credentials set 
on this request?

Do we have cached 
credentials in the 

session store?

Only the username and password property of the request are 
inspected at this stage

If the 'domain' property is set, ASIHTTPRequest will assume the server 
uses the NTLM scheme, and will not present credentials until asked for 
them.

Apply the 
credentials to the 

request

Send the request to 
the server

Are we allowed to 
present 

authentication 
credentials to the 

server before it asks 
for them?

When shouldPresentCredentialsBeforeChallenge is YES, we can 
add credentials to requests before we send them. When NO, we 
only present credentials when the server asks for them.

Default is YES

If useSessionPersistance is NO (the default is YES), credentials will 
not be stored in or read from the session store

We've got the 
response, finish

Do we have cached 
credentials in the 

session store?

Credentials were not 
supplied, or were invalid

Credentials were not 
required, or were valid

Is there a username 
& password in the 

url

Were a username 
and password set on 

the request

Are credentials 
available in the 

keychain

Apply the 
credentials to the 

request

Will the delegate 
supply credentials?

We've got no 
credentials, give up

Are we allowed to 
show an 

authentication dialog 
to ask for 

credentials?

If credentials were 
supplied, remove 

them from the 
session store
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